SNAPE WITH THORP PARISH COUNCIL

Security Incident Response Form 

Instructions: This form is to be completed as soon as possible following the detection or reporting of a security incident.  All items completed should be based on information that is currently available.  This form may be updated and modified if necessary.

	1. Contact Information for this Incident

	Name:
	

	Title:
	

	Email address:
	

	2.  Incident Description.

	Provide a brief description: 


	3. Impact / Potential Impact Check all of the following that apply to this incident.

	· Categories and approximate number of individuals concerned
· The categories and approximate number of personal data records concerned
· The likely consequences of the personal data breach
· Does this breach impact on the rights and freedoms of individuals
· other

	Provide a brief description of each in this box (continue on a blank piece of paper if necessary) 


	4. Is this a notifiable incident?
Yes/No  



	Provide a brief description of data that was compromised and why it is deemed to be a notifiable incident or not: 


	5. Who Else Has Been Notified? 

	Provide Person and Title:


	6. What Steps Have Been Taken So Far? Check all of the following that apply to this incident.

	· No action taken

· System checks
· Risk assessment undertaken
	· ICO Office notified
· Affected Individual advised by letter/telephone/email (delete as appropriate)
· Incident review by council
· Other – please describe:

	Provide a brief description: 



	7. Incident Details

	Date and Time the Security Incident was discovered:
	

	Has the incident been resolved?
	

	Physical location of affected system(s)/files:
	

	Number of systems (ie PC/Filing system) affected by the incident:
	

	Approximate number of systems affected by the incident:
	

	Approximate number of users affected by the incident:
	

	Are any external businesses netc affected by the incident?

(Y or N – if Yes, please describe)
	

	Please provide any additional information that you feel is important but has not been provided elsewhere on this form.
	


Please submit this completed form to the Clerk/Chairman
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